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Iniziamo con un quiz!
ESET QUIZ (sli.do)

https://admin.sli.do/event/8GC7Q3JXFfhJF8xGVpG3Ps/polls


30+ years in the 
market

Private company, 
no debt

Always focused on 
technology

Biggest European 
Union vendor

Growing YoY
since its inception

Owned by original 
founders

Strong values Progress.
Protected.

About ESET



San DiegoRC

Mexico City

Toronto MontrealR&D

Sao Paulo

Buenos AiresRC R&D

BratislavaHQ R&D

SingaporeRC R&D

Tokyo

Sydney

REGIONAL CENTERS
BRATISLAVA
SAN DIEGO
BUENOS AIRES
SINGAPORE

OFFICES
PRAGUE
JABLONEC NAD NISOU
SAO PAULO
JENA
KRAKOW
SYDNEY
TAUNTON
BOURNEMOUTH
TORONTO
MONTREAL
IAȘI
MEXICO CITY
ZILINA
BRNO
TOKYO
MILAN

RESEARCH AND 
DEVELOPMENT CENTERS
BRATISLAVA
BUENOS AIRES
SINGAPORE
PRAGUE
KOSICE
KRAKOW
MONTREAL
ZILINA
IAȘI
BRNO
TAUNTON

1 2  R & D  C E N T E R S2 3  O F F I C E S2 2 0 0 +  E M P L O Y E E S



1bn+
internet users protected

400K+
Business Customers

50

150M

ISP&Telco Partners

Users

100,000
Partners

4,000+
Enterprise Customers

Trusted by Enterprise customers worldwide:



Nowadays
Era of Advanced 
Cyberattacks





ESET THREAT REPORT
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ANDROIDANDROID

H1 H2
+22%



ANDROIDEXPLOITS

H1 H2
+9%



ANDROIDDOWLOADERS

H1 H2
+10%



ANDROIDINFOSTEALERS

H1 H2
-9%



E il Clusit?



Cyber attacchi in Italia dal 2019 al 2023

© Clusit - Rapporto 2024 sulla Sicurezza ICT in Italia



Bassa percezione del rischio

Bassa Cultura Bassi Investimenti





Firewall

XDR

Patching

Antivirus

2FA

Intrusion 
Detection

Encryption

Penetration 
test

Sandbox

SIEM

DLP

Resilience

Antispam 
and 

antiphishing

Vulnerability 
Assesment

MDR



Cyber Security today

H24



What are the prominent threats in cybersecurity today?

Active 
Components

Fileless
Attacks

Root
Cause

Lateral 
Movement

Techniques 
Used

Data
Affected



XDR allows you to answer 
those questions

How did it start?

What is happening?

Where did it start?

Is it contained?

When did it start?

We think it’s a cyber-attack

We’re not sure

We’re not sure

We’re not sure

We’re not sure

We’re not sureHow do we prevent it in future?



Clean network

Attacker logs in as admin 
with stolen credentials

Attacker works to uninstall or disable 
Security which would stop malicious 
encryption

Attacker uses legitimate 
software to gain 
foothold on multiple 
computers

Files are 
encrypted, 
ransom 
demanded

What does a ransomware attack look like?





Do companies really need H24?



Vulnerabilities are often exploited within hours of their 
discovery

Patches get reverse-engineered and exploits are live in 
days as part of exploit toolkits

Time from initial breach to malware execution is getting 
shorter and shorter



WHY MDR?

Gartner says: MDR services enable these 
leaders' organizations to benefit from a modern, 
turnkey and 24/7 approach to cybersecurity and  

suggests that organizations lacking internal 
24/7 cybersecurity operations embrace an 
MDR service that employs containment for 
incident response. . 

50%
of organizations will be using MDR 

services for threat monitoring 
by 2025

$ 5.6 billion by 2027
Global MDR market size growth

$ 2.6 billion in 2022



82% of ransomware attacks target SMBs

The average impact of a data breach on 
SMB organizations is $3.3 million



Time to detect and respond is crucial



Without MDR or SOC team

Internal SOC team

ESET MDR

277 days

16 hours

20 minutes

Time to detect and respond

960 minutes

398880 minutes

20000x
faster compared to 
no MDR/in-house 

SOC

48x
faster compared to 

in-house SOC

Up to 3x
faster compared to 
other MDR services



Instant responseBest security experts on 
the planet – working 

for you

Always on

ESET MDR key benefits

Compliance



THREAT 
INTELLIGENCE

ESET LiveGrid reputation system
Machine learning threat analyses
Adversary monitoring

SIEM | SOAR

Continuous 
improvement and 
automation

Monitoring and 
hunting, 24/7 
SOC

Rapid response

Continuous adjustment of behavioral 
patterns and exclusions

24/7 monitoring, hunting and incident 
creation using AI and SIEM combined 

with SOC MDR supervision

Alerting customers about incidents 
via notifications

Quick response to incidents and risk 
mitigation using SOAR technology

Overview of current incident states 
in a dedicated MDR dashboard

Customer

Weekly 
and monthly 
report

How ESET MDR works



Ready to see it in action?





I computer sono 
incredibilmente veloci, 
accurati e stupidi.
Gli uomini sono 
incredibilmente lenti, 
inaccurati e intelligenti.

L'insieme dei due 
costituisce una forza 
incalcolabile.

- Albert Einstein -



Andrea Russi
Presales Engineer ESET Italia

marketingitaly@eset.com

mailto:samuele.zaniboni@eset.com
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