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" All threats H2 2023
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Cyber attacchi in Italia dal 2019 al 2023
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+64,9%

+11,7%
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Bassa Cultura Bassi Investimenti

Bassa percezione del rischio
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application?

Sure, here's a basic Python script that demonstrates how to exploit a buffer overflow

vulnerability:

python () copy code

import socket

buffer=["A"]

counter=100

hile len(buffer) <= 30:
buffer.append("A"*counter)

counter=counter+200
or string in buffer:

print "Fuzzing with %s bytes" len(string)
s=socket.so t(socket.AF_INET, socket.SOCK_STREAM)
s.connect(('IP', PORT))

s.send( ('COMMAND '+string+'\r\n'))

s.close()

print "Error connecting to server'
sys.exit()

This script creates an array of buffers and sends them to the target applit
“socket’ module is used to create a TCP socket and connect to the targe
“send” method is then used to send the buffer to the target. If the connes
the script will print an error message and exit.

Remember to replace 'IP* and 'PORT" with the actual IP address and port (
application. Also, you'll need to modify the “send” method to send the bu

format expected by the targe o pegenerate response

Can you provide a Python script to exploit a buffer overflow vulnerability in a given

Jo
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Perform a DNS information scan on hackerone.com.

json

{2 Plugin Store

O copycode &,

{ mand ‘nuclei -target hackerone.com -tags dns" }

@

2 Starting the scan. It might take a minute.

i

X Still working on it, please hold on...

)

Bl Scan done! Now processing the results...

(P

Nuclei Scan Results i}

Target: "hackerone.com”

Scan Date and Time: 1/3/2024, 10:14:33 AM GM’

Results:

[mx-service-detector:Google Apps]
fingerprint] [dns] [info] h
c-det [info]
: < Regenerate resg
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@ Home @

> New Folder

Today

. Explain how toidenti.. € &

Yesterday

test

e Explain how to identify and exploit XSS vulnerabilities

@ Mr. Robot

Explain how to identify and exploit XSS vulnerabilities

HackerGPT [ J=]

Cross-Site Scripting (XSS) vulnerabilities occur when a web

application allows user input to be displayed in a web page
without proper sanitization or encoding. This enables an attacker
to inject malicious scripts into the web page, which can then be
executed by other users visiting the affected page. Here's a step-
by-step guide on how to identify and exploit XSS vulnerabilities,
assuming you have permission to perform these tests:

Identify potential entry points: Look for any user-controlled
input fields or areas in the application where data can be
submitted, such as form fields, URL parameters, and HTTP
headers. Common entry points include search bars, comment
sections, and user profiles.

Analyze the application's behavior: Submit various types of
input data into the identified entry points. Observe the
application's response and behavior. Pay attention to any
unusual error messages, redirection, or changes in the
returned content.

Test for reflected (non-persistent) XSS: Inject simple

lavaSerint navioads (e o “<eerint>alert('¥ss ) -
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Resilience Vulnerability

Firewall Assesment
Sandbox MDR
Encryption
. XDR Intrusion
Antivirus :
SIEM Detection
Antispam -
an?:l DLP Patching
antiphishing Penetration
2FA test
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What are the prominent threats in cybersecurity today?
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XDR allows you to answer
those questions

We think it’s a cyber-attack

We’re not sure
We’re not sure
We’'re not sure
We’re not sure

We’re not sure

N




What does a ransomware attack look like?

Clean network Attacker uses legitimate :

) Files are
software to gain encrvoted
foothold on multiple ypted,
computers ransom

demanded
® o ® o ®
Attacker logs in as admin Attacker works to uninstall or disable
with stolen credentials Security which would stop malicious
encryption
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Do companies really need H24?



Vulnerabilities are often exploited of their
discovery

Patches get reverse-engineered and exploits are live
as part of exploit toolkits

Time from initial breach to malware execution is getting
shorter and shorter
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WHY MDR?

Gartner says: MDR services enable these

leaders’ organizations to benefit from a modern, 5 OO/

turnkey and 24/7 approach to cybersecurity and o
suggests that organizations lacking internal of organizations will be using MDR
24/7 cybersecurity operations embrace an services for threat monitoring
MDR service that employs containment for by 2025

incident response. .

Global MDR market size growth

$ 2.6 billion in 2022 — S 5.6 billion by 2027
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of ransomware attacks target SMBs

The average impact of a data breach on
SMB organizations is



Time to detect and respond is crucial



Time to detect and respond

A0 [0]010)

ESET MDR 20 minutes fast red to
aster compa
no MDR/in-house
SOC
Internal SOC team - 16 hours
960 minutes
Without MDR or SOC team 277 days

398880 minutes
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Best security experts on Instant response Always on Compliance
the planet — working
for you
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How ESET MDR works

Customer

Digital Security
Progress. Protected.

and monthly
report

THREAT
INTELLIGENCE

INSPECT

770
S

ESET LiveGrid reputation system
Machine learning threat analyses
Adversary monitoring

Continuous adjustment of behavioral
patterns and exclusions

24/7 monitoring, hunting and incident
creation using Al and SIEM combined
with SOC MDR supervision

Alerting customers about incidents
via notifications

Quick response to incidents and risk
mitigation using SOAR technology

v

Overview of current incident states
in a dedicated MDR dashboard



Ready to see it in action?
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| computer sono
|ncred|bllment¢ yelou, -
accurati e stupidi.
Gli uomini sono Dis is one half.

Press any key to continue ...

incredibilmente lenti,
inaccurati e intelligenti.

L'insieme dei due
costituisce una forza
incalcolabile.

- Albert Einstein -
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Presales Engineer ESET Italia
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